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8.17DISASTER RECOVERY/CONTINGENCY PLANNING 
 
 

 Chapter -9 Cyber Incident Analysis and Response 

CYBER INCIDENT ANALYSIS AND RESPONSE 
 
 
9.1UNDERSTANDING CYBERSECURITY INCIDENT AND RISK [ VIDEO ] 
 
9.2EFFECTS OF CYBERSECURITY INCIDENT ON ORGANIZATION 
 
9.3CHALLENGES IN FACING CYBERSECURITY INCIDENT 
 
9.4PLANNING & PREPARING FOR CYBER INCIDENT 
 
9.5PLANNING CYBERSECURITY INCIDENT RESPONSE 
 
9.6PLANNING RISK MANAGEMENT 
 
9.7DISASTER RECOVERY AND BUSINESS CONTINUITY PLANNING 
 
9.8CYBER INCIDENT FOLLOW-UP 
 
 
 

 Chapter -10 Building Secure Enterprises & Organizations 

BUILDING SECURE ENTERPRISES & ORGANIZATIONS 
 
 
10.1INTRODUCTION OF BUILDING SECURE ENTERPRISES & ORGANIZATIONS [ VIDEO ] 
 
10.2WHAT IS AN ENTERPRISE & ORGANIZATIONS SECURITY 
 
10.3IMPORTANCE OF ENTERPRISE & ORGANIZATIONS SECURITY 
 
10.4SCOPE AND APPROACH 
 
10.5IDENTIFY THE BUSINESS GOALS ASSOCIATED WITH THE SECURITY FOCUS 
 
10.6PERFORM AND DOCUMENT A BASELINE ANALYSIS AND EVALUATE THE DESIRED STATE 
 
10.7PRIORITIZE AND GENERATE PLANS TO ADDRESS GAPS AND FUTURE DEVELOPMENTS 
 
10.8POLICY AND PROCEDURES 
 
 

 Chapter -11 Cybersecurity Project Management 

CYBERSECURITY PROJECT MANAGEMENT 
 
 
11.1INTRODUCTION OF CYBERSECURITY PROJECT MANAGEMENT [ VIDEO ] 

http://learn.facyber.com/mod/page/view.php?id=208
http://learn.facyber.com/mod/page/view.php?id=208
http://learn.facyber.com/mod/page/view.php?id=208
http://learn.facyber.com/mod/page/view.php?id=208
http://learn.facyber.com/mod/page/view.php?id=210
http://learn.facyber.com/mod/page/view.php?id=210
http://learn.facyber.com/mod/page/view.php?id=210
http://learn.facyber.com/mod/page/view.php?id=210
http://learn.facyber.com/mod/page/view.php?id=221
http://learn.facyber.com/mod/page/view.php?id=221
http://learn.facyber.com/mod/page/view.php?id=221
http://learn.facyber.com/mod/page/view.php?id=221
http://learn.facyber.com/mod/page/view.php?id=223
http://learn.facyber.com/mod/page/view.php?id=223
http://learn.facyber.com/mod/page/view.php?id=223
http://learn.facyber.com/mod/page/view.php?id=223
http://learn.facyber.com/mod/page/view.php?id=211
http://learn.facyber.com/mod/page/view.php?id=211
http://learn.facyber.com/mod/page/view.php?id=211
http://learn.facyber.com/mod/page/view.php?id=211
http://learn.facyber.com/mod/page/view.php?id=213
http://learn.facyber.com/mod/page/view.php?id=213
http://learn.facyber.com/mod/page/view.php?id=213
http://learn.facyber.com/mod/page/view.php?id=213
http://learn.facyber.com/mod/page/view.php?id=215
http://learn.facyber.com/mod/page/view.php?id=215
http://learn.facyber.com/mod/page/view.php?id=215
http://learn.facyber.com/mod/page/view.php?id=215
http://learn.facyber.com/mod/page/view.php?id=217
http://learn.facyber.com/mod/page/view.php?id=217
http://learn.facyber.com/mod/page/view.php?id=217
http://learn.facyber.com/mod/page/view.php?id=217
http://learn.facyber.com/mod/page/view.php?id=239
http://learn.facyber.com/mod/page/view.php?id=239


Page 10 of 10 
 

 
11.2IMPORTANT FACTORS FOR SUCCESSFUL CYBERSECURITY PROGRAMS 
 
11.3FRAMEWORK FOR CYBERSECURITY PROGRAMS 
 
11.4USAGE OF FRAMEWORK 
 
11.5IMPLEMENTATION OF FRAMEWORK 
 
11.6IMPORTANCE OF CYBERSECURITY PROJECT MANAGEMENT 
 
11.7CONCLUSIONS OF CYBERSECURITY PROJECT MANAGEMENT 
 
 
 
Chapter -12 EXAM 
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